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/// BENXE: HIBRE{FERfoolIFMHF unsafe {

pub unsafe fn foo (p: *const u8) { /! BEFRE: BBRAMNERfooRRZEH
e foo(p);

} }
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UnsafefCRS;ATE: M™iEME)@E (Soundness)
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fn get slice<T>(s: &[T], 1: usize) -> &[u32] { -« B2 Blslice3: # u32 slice
let ptr = s.as ptr() as *const u32;
let len = s.len();

if 1 < len { - To EHERR A 1710]
unsafe { slice::from _raw parts(ptr, 1) } R B8sFgus slice
} else {

unsafe { slice::from raw parts(ptr, len) }

}

PoC of CVE-2021-45709
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Contest Structure: Tools

3 tools accepted, 2 under review

$25k reward for accepted application

Add Tool: Flux #362

‘ nilehmann opened last month

Add Tool: KMIR by Runtime Verification #296
s

‘ gregorymakodzeba opened last month

Verification Tools
Kani
GOTO Transcoder

VeriFast

THE LINUX FOUNDATION

o OPEN
SOURCE
¢ SUMMIT

NORTH AMERICA

https://model-checking.github.io/verify-rust-std/intro.html

Contest Structure: Challenges

1: Verify core transmuting methods

2: Verify the memory safety of core
Intrinsics using raw pointers

3: Verifying Raw Pointer Arithmetic
Operations

4: Memory safety of BTreeMap's
btree::node module

S: Verify functions iterating over
inductive data type: linked_list

6: Safety of NonNull

7: Safety of Methods for Atomic Types
& Atomic Intrinsics

8: Contracts for SmallSort

9: Safe abstractions for
core::time::Duration

10: Memory safety of String

11: Safety of Methods for Numeric
Primitive Types

12: Safety of NonZero
13: Safety of CStr
14: Safety of Primitive Conversions

15: Contracts and Tests for SIMD
Intrinsics

16: Verify the safety of Iterator
functions

17: Verify the safety of slice functions

18: Verify the safety of slice iter
functions

avs  $5/10/15K reward for solutions

Challenges

25 challenges published, 5 resolved

1: Verify core transmuting methods

2: Verify the memory safety of core
Intrinsics using raw pointers

3 PP Al
s

4: Memory safety of BTreeMap's
btree::node module

S: Verify functions iterating over
inductive data type: linked_list

S-Safety-ol-NonNui-

7: Safety of Methods for Atomic Types
& Atomic Intrinsics

8: Contracts for SmaliSort

St atraetrama-boe—
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10: Memory safety of String

B
e

12: Safety of NonZero
13: Safety of CStr
B ]

15: Contracts and Tests for SIMD
Intrinsics

16: Verify the safety of Iterator
functions

17: Verify the safety of slice functions

18: Verify the safety of slice iter
functions

VR e o 3 ofhlie AL

19: Safety of RawVec

20: Verify the safety of char-related
functions in str::pattern

21: Verify the safety of substring-
related functions in str::pattern

22: Verify the safety of str iter functions
23: Verify the safety of Vec functions
part 1

24: Verify the safety of Vec functions
part2

25: Verify the safety of VecDeque
functions

(... and growing!)

19: Safety of RawVec

20: Verify the safety of char-related
functions in str::pattern

21: Verify the safety of substring-
related functions in stripattern

22: Verify the safety of str iter functions

23: Verify the safety of Vec functions
part1

24: Verify the safety of Vec functions
part2

25: Verify the safety of VecDeque
functions
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unsafe {
#[safety::precond: :Inbound(p, u32)] #[safety: :discharges(Inbound,
pub unsafe fn foo (p: *const u8) { memo = "...")]
e foo(p);
} }

0 In Btk : https://github.com/Artisan-Lab/tag-std
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#[safety::precond: :Inbound(p, u32)]

leszs ||

/// The memory from p to p+3 should belong to a single allocated object.

RERY RAENERUETR

#[rapx::inner(property=Inbound(p, u32), kind = "precond"]

I

#[kani::require(...)]
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Category Safety Property Meaning Usage
Align(p, T) p % alignment(T) = @ && sizeof(T) % alignment(T) = @ precondition

Layout Sized(T) sizeof (T) = const, const > @ option
ZST(T) sizeof (T) = @ precondition
'Padding(T) Padding(T) = @ precondition
INull(p) pl!l=20 precondition
'Dangling(p) allocator(p) != none precond, hazard
Pointer Allocated(p, T, len, A) V i€ 0..sizeof(T) * len, allocator(p+i) = A precondition
InBound(p, T, len, arrage) [p, pt(len+1)*sizeof(T)) € arrage precondition
'Overlap(dst, src, len, T) |dst-src| > sizeof(T) * len precondition
Validint(exp, vrange) exp € vrange precondition
ValidString(arange) mem(arange) € UTF-8 precond, hazard
Content ValidCStr(p, len) mem(ptlen, pt+len+1) = null precondition
Init(p, T, len) Vie@..len, mem(p+i*sizeof(T), p+(i+1)*sizeof(T)) = validobj(T) | precond, hazard
Unwrap(x, T, target) unwrap(x) = target, target € {Ok(T), Err, Some(T), None} precondition
Owning(p) ownership(*p) = none precondition

Aliasing Alias(p1, p2) pl = p2 hazard
Alive(p, 1) lifetime(*p) = 1 precondition

Pinned(p) p = &*p hazard
Misc 'Volatile(p) volatile(*p) = t, t € {true, false} precondition
Opened(fd) opened(fd) = true precondition

Trait(T, trait) trait € Trait(T), trait € {Copy, Unpin, ...} Option

° “Annotating and Auditing the Safety Properties of Unsafe Rust”, Zihao Rao, et al, arXiv:2504.21312, 2025.
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O rust  Publi Rust for Linux
= TUs ublic

)
Adding support for the Rust language to the Linux kernel. :
Empowering everyone to build reliable and efficient software. | |

@®Rust X105k % 135k

A 1.8k followers & https://rust-for-linux.com
tag-asterinas / ostd / ()
Support safety attributes in Rust for Linux #3

[ | .github & Unparalleled-Calvin {Z5mmpEBsshnT
W data I__I;' *b OJEda mentioned this on May 18 This branch is 7 commits ahead of, 60 commits behind asterinas/asterinas:main .
rapx-verify-rust-std @ ed9cd15 (® Rust wanted features Rust-for-Linux/linux#354
Name Last commit message
M safety-tool (I
R @ hxuhack self-assigned this on May 19 B libs Bump the project version
tag-asterinas @ 87c410f

M src fEmmhERSHRT

bR Rust for Linux EERIERS
(mergedEEHIK) (ZEREMHHR) (OSTD)
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dependency

e In Btk : https://github.com/Artisan-Lab/RAPx
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SafeDrop @ TOSEM;

rCanary @ TSE

RULF @ ASE 2021, RuMono @ TOSEM
: @ ICSE 2024;

: @ FSE 2023

: @ ISSRE 2025
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struct St1 { ptr: *mut u8, len: usize } St1:from |
impl St1 {
pub fn from(p: *mut u8, 1l: usize) -> St1 {...}

/1) KA Cstiget >
pub unsafe fn get(&self) -> &[u8] { unsafe {...} }

¥

struct St2 { ptr: *mut u8, len: usize }
impl St2 {
pub unsafe fn from(p: *mut u8, 1l: usize) -> St1 {...} |

pub fn get(&self) -> &[u8] { unsafe {...} } <:Ei§3§§£:>

St2::from
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| St2::from

, L
- CSt2uset_len o+ St2::getD |

struct St2 { ptr: *mut u8, len: usize }

impl St2 {
pub unsafe fn from(p: *mut u8, 1l: usize) -> St1 {...}

pub fn get(&self) -> &[u8] { unsafe {...} }
pub unsafe fn set len(l: usize) {...}
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St::set_len
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[ ] Unsafe Static API
> Unsafe Dynamic API

@ — Function Call

[ ] safe
D safe

=—— Object Flow

B .nsofeiRiR

[:] Unsafe Constructor

............

[E Safe Constructor

Static API

Dynamic API



SR TEENGuIEE

BUHR: NIREEERERM BT =, f f

-+ R Stiset_len

" RS: Required Safety Property

37T
= VS: Verified Safety Property
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R5r, Rom, RS, CVS;, RSy, SVS;
| st{.} | St::from
R S R S |
St::set_len St::get > . Stuset_len St::get O |
_ _
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St::from st{..} |
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