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RARLDIIEES ﬂ
' Rust for Linux = microsoft / windows-rs ' Public
/ \’ - ? 4 m ilm m Organization for adding support for the Rust language to the Linux kernel.

l ‘ o’ A 462 followers [ rust-for-linux@vger.kernel.org RUSt -l:or WindOWS

-
. ?? (n) Overview =] Repositories 11 [V Packages A People 12 515 Apache—Z.U. MIT licenses found
. 17 73kstars % 297 forks

Rust for Windows

Pinned
A y ~ A Y
[ ] é B linux | public B rust-out-of-tree-module | Public
Forked from torvaldsylinux Basic template for an out-of-tree Linux kernel The windows and windows-sys crates let you call any Windows API past,

Adding support for the Rust language to the Linux kernel. present, and future using code generated on the fly directly from the
®c Trxk o Rt T¥ 01 WS metadata describing the API and right into your Rust package where you
— ? can call them as if they were just another Rust module. The Rust language
. L LN projection follows in the tradition established by C++/WinRT of building
x _|_ language projections for Windows using standard languages and
compilers, providing a natural and idiomatic way for Rust developers to
call Windows APls.

Mozilla5a TGraydon
HoareBUFA AIR B Self-hosting First stable release Mozilla%k 53 Servo[Z]BA Rust Foundationfi3Z

[ B >
20064 20114 20154 20204 20214F

Sust

AWS, Huawei, Google,
Microsoft, Mozilla...
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RustfBRUEES => XOR Mutability X% CrFannxe

. _ _ fn main(){
_/\Xj-% ;.\A%_ﬁ\ﬁ)?‘%% let mut alice = Box::new(1); «—alicei HBox &
| let bob = alice; + LI T
— TREL +
j ﬁﬁ _1;RD.J LXE?*%—DI\ KJRE println!("bob:{}", bob); b;gﬁglic%%Box
. println!("alice:{}", alice); R HIPTAR
Ju/i\ JE } x
f ST B /H
Q FrENAILUHEEZEEHE
= BxBziAk R bob {5 FIBoxHT £,
. let mut alice = Box::new(1l); a|lce|lkﬁj-9&%1|§&1;£’
" ,':\'1555 (immutable) Fét 3. & let bob = &alice; {REE HiER
. . o . println!("alice:{}", alice); «———;liceT[iE
AJ3Z (mutable ) f§A: & mut println!("bob:{}", bob); bob B ZhYFIEBox T &,
*alice = 2; : alice 5 £ 204
) v




YNEREEFEXOR Mutability/EA13? 200 iF Tannxe

Q LA [RgERB, FETRERIERN TR
o RUSt%TTIllEEﬂ'DJ _'I@Eﬁﬁﬁ&ﬁﬁ\vﬂj next  next = next
. B (MAERK) A

= HERRISET (unsafefRz)
YhRImIEsS I EHIEE => 18515183

struct List{ struct List{
val: u64, val: u64,
prev: Option<Rc<RefCell<List>>>, next: *mut List,
next: Option<Rc<RefCell<List>>>, prev: *mut List,
} }
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d Unsafe RustTgE:
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-unsafe

let mut num = 5;
let rl = &num as *const 132;
unsafe {
println!("rl is: {}", *rl); «——

}

—fEs| ARisst

<
<«

unsafe fn risky() {
let address = 0x012345usize;

let r = address as *const 132;

}

A

E X unsafe{ 2]

unsafe { risky(); }

& Funsaferf 2]
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junsafe code

A Interior unsafe: JZunsafe codeIJ3E/gsafe API

User Programs

call l! call

Safe Rust | Unsafe Rust
|
Safe APIs : Unsafe APIs
|
Unsafe Unsafe
access caH caH access
Unsafe APIs and FFIs
|l | U

Memory
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Q FH 7 2020F12 H31HEIREHI185 N RELZ LA TOSEM'21]
" RustERTFLEBF A ERSERAE
» FERYRE BRT11MmIFESSRA) &PFE R unsafe code
" KEBDCVEsERZ API soundnessBIAIER (RIEATHITIERFAIN)

A "
Mem-Safety
Problem
Executables « + 0 CVEs + 10 (GitHub) #1[forbid(unsafe_cefe)§ W 4 _

PoC
3rd-party Libs Trcall safe (unsound) APIs

¢ 119 CVEs + 12 (Advisory-DB) + 4 (Trophy Case) + 7 (GitHub) - -
Libraries -
Al ¢ 3 CVEs + 2 (Advisory-DB) + 28 (GitHub) unsafe code

Bug submit
¢ 0 CVEs + 1 (Advisory-DB) <
release Report |-
— <«
{DEV}

Executable™
4 User
escalation of unsoundness
Libraries ’

Developer

[TOSEM'21] “Memory-safety challenge considered solved? An in-depth study with all Rust CVEs”, TOSEM, 2021.
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(J Automatic Memory Reclaim

J Unsound Function

J Unsound Generic or Trait

Consequence Total
Culprit Buf. Over-R/W | Use-After-Free | Double Free | Uninit Mem | Other UB

Auto Memory | Bad Drop at Normal Block 0+0+0 1+9+6 0+2+1 0+2+0 0+1+0 22
Reclaim Bad Drop at Cleanup Block 0+0+0 0+0+0 1+7+0 0+5+0 0+0+0 13
Unsound Bad Func. Signature 0+2+0 1+5+2 0+0+0 0+0+0 1+2+4 17
Function Unsoundness by FFI 0+2+0 5+1+0 0+0+0 0+0+0 1+2+1 12
Unsound Insuff. Bound of Generic 0+0+1 0+33+2 0+0+0 0+0+0 0+0+0 36
Generic Generic Vul. to Spec. Type 3+0+1 1+0+0 0+0+0 1+0+1 1+2+0 10
or Trait Unsound Trait 1+2+1 0+0+0 0+0+0 0+0+0 0+2+0 6
Arithmetic Overflow 3+1+0 1+0+0 0+0+0 0+0+0 0+0+0 5

Other BoundaryCheck' 1+9+0 1+0+0 0+0+0 0+0+0 1+0+0 12
Errors No Spec. Case Handling 2+2+1 0+0+0 0+0+0 0+0+0 2+1+1 9
Exception Handling Issue 0+0+0 0+0+0 0+0+0 0+0+0 1+2+1 4

Wrong API/Args Usage 0+3+0 1+4+0 0+0+0 0+1+1 0+5+2 17

Other Logical Errors 0+4+1 2+3+4 0+0+1 0+1+0 1+4+1 22

Total 40 82 12 12 39 185




Auto Memory Reclaim[a]gk: 7=l %% Ccrwannxe

1 fn genvec() -> Vec<u8> {

2 let mut s = String::from("a_tmp_string"); « B E—MEF = &8s

3 /*fix2: let mut s = ManuallyDrop::new(String::from("a tmp string"));*/

4 let ptr = s.as_mut_ptr();

5 unsafe {

6 let v = Vec::from_raw_parts(ptr, s.len(), s.len());< BT unsafelFvigmliEit A F
7 /*fix1: mem::forget(s);*/

8 return v; < 1R [a]v

9 /*s is freed when the function returnsx/ <« Baithfds, ERETIEETv
10 }

11}

12 fn main() {

13 let v = genvec();

14 assert_eq!('a' as u8,v[@]); /*use-after-freex/ < P Blvig FR use-after-free

15 /*double free: v is released when the function returnsx/

16 }



MRust MIREHTAUto Memory Reclaim|a]gl %% ccraxnxe

bbo : _1 = const <std::string::String as std::convert::From<&str>> bbl: | resume;
: ::from(const "a tmp string") -> bb2; 'y
4
_5 = &mut _1; bb4: drop(_1)
bb2:| _4 = const <std::string::String as std::ops::DerefMut>::deref_mut(move _5) Pi_
. -> bbi;
-> [return: bb3, unwind: bb4];

v
_3 = &mut (*_4);
bb3:| _2 = const core::str::<impl str>::as_mut_ptr(move _3)
-> [return: bb5, unwind: bb4];
. 25 A &
_6 = _2; :
bb5:| 8=&21; S !
_7 = const std::string::String::len(move 8) -> [return: bb6, unwind: bb4]; |
L |
bb6' _19=&_1; I
*| _9 = const std::string::String::len(move _10) -> [return: bb7, unwind: bb4]; |
. v
IE§[]1Ei .' _@ = const std::vec::Vec::<u8>::from_raw_parts(move _6, move _7, move _9) Bad dr?p of 1
bb7: -> [return: bb8, unwind: bb4]; exception I
______________________ T ————————————————— handling I

Bad drop of normal

bb8: - ; i g i
drop(_1) -> bb9;//calling mem::forget(s) can remove this drop statement. execution

v

bb9: | return;




Auto Memory Reclaim[a]gR: =512 %% Ccrwannxe

10
11
12
13
14
13
16
17
18

19

struct
impl F

Foo { vec : Vec<i32>, }

oo {

pub unsafe fn read_from(src: &mut Read) -> Foo {

}

fn mai
let
let
let
let
let
let
pri

let mut foo = mem::uninitialized::<Foo>(); < Bl E RV EIT Efoo
//panic!(); /*panic here would recalim the uninitialized memory of type <Foo>*/

let s = slice::from_raw_parts_mut(&mut foo as *mut _ as *mut u8, mem::size_of::<Foo>());

src.read_exact(s); < PaniciE S EIFRIAR VB AZF
foo

n() {

mut v = vec![0,1,2,3,4,5,6];

(p, len, cap) = v.into_raw_parts();

mut u = [p as ub4, len as _, cap as _J;

bp:*const u8 = &u[0@] as *const u64 as *const _;

mut b:&[u8] = unsafe { slice::from_raw_parts(bp, mem::size_of::<u64>()*3) };
mut foo = unsafe{Foo::read_from(&mut b as _)};
ntln! ("foo_=_{:?}", foo.vec);
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“SafeDrop: Detecting memory deallocation bugs of Rust programs via static data-flow analysis.” TOSEM, 2022.
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12t BEEZE — B — Kol 0% ccreazxexs

Q FEHN

LValue := Use::Move(RValue) e.g., a = move b = Sq=S84s—a, S, =S,Va
| := Use::Copy(RValue) e.g., a=b => S54=84—a, S,=5,VUa
| := Ref/AddressOf(RvValue) : e.g., a = &b => | Sq=8,—a, S, =S,VUa iR AR multi-level pointers
| := Deref(RValue) e.g., a = *x(b) = | Saq=S8Sa—a, S, =5,Ua

.= Fn(M RVal .g.,a=F b) => [ Update(Sgy, S .
| n(Move(RValue)) e.g., a n(move b) pdate(Sq, Sp) R
| := Fn(Copy(RValue)) e.g., a = Fn(b) => | Update(Sq, Sp)
o /I\WUI
Statement 1: _2 = &_1; // alias set:{_1, _2}
Statement 2: _1 = move _4; // alias sets:{_1, _4}, {_2}

Statement 3:

I
w
I

&_1; // alias sets:{_1, _3, _43}, {_2}
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enum E { A, B { ptr: *mut u8 } }
struct S { b: E }

fn foo(_1: &mut String) -> S:

_3 = str::as_mut_ptr(_1); // alias set: {_3, _1}

((_2 as B).0@: *mut u8) = move _3; // alias set: {_2.0, _3, _1}
discriminant(_2) = 1; // instantiate the enum type to variant B
(_0.0: E) = move _2; // alias sets: {_0. @, 2}, {_ @ 0.0, _2.0, _3, _1}

return; \\\\////
Bh

fn main():
1 = String::from("string"); // alias set: {_17},
_2 = &mut _1; // alias set: {_2, _13},
foo(move _2); // alias set: {_3.0.0, _2, 1} l—F12E9%

SRR

4

3




Hiata B — BRI = EESEEN %% ccrimxexs

4 FTHI R EE
/

Pattern 1: getPtr() -> |unsafeConstruct()| -> drop() -> use() => UAF
Pattern 2: getPtr() -> unsafeConstruct() -> drop() -> drop() => DF
Pattern 3: getPtr() -> drop() -> unsafeConstruct() -> use() => UAF
Pattern 4: getPtr() -> drop() -> unsafeConstruct() -> Drop() => DF
Pattern 5: getPtr() -> drop() -> use() => UAF

Pattern 6: uninitialized() -> use() => IMA

Pattern 7: uninitialized() -> drop() => IMA
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Crate CVE SafeDrop Report (TP/FP) Rudra
D __| CVE Name # Methods LoC  CVE-ID Type UAF DF DP IMA | Total Recall| TP/FP
= — -L
isahc 89 1304 2019-16140 UAF - 0/1 1/0 - 1/1 100% 0/0 L
open-ss 1 18- 1 - 1 - 100% = ~
Q p 1 188 20764 2018-20997 UAF /2 0/ 1/3 00 0/0 =S4 IEIK
_L[)\ linea 1810 24317 2019-16880 DF - 1/0 - 10/0 | 11/0 100% 1/2 1EE :J:&z
ordnung 145 2546  2020-35891 DF 0/1 - 3/0 - 3/1 100% 1/3
crossbeam 221 4184 2018-20996 IMA - 0/1 - 2/0 2/1 100% 0/0
generator” 158 2608 2019-16144 IMA - - - 1/0 1/0 100% 0/0
ljnkcdhashmap 137 1974  2020-25573 IMA - - - 1/0 1/0 100% 0/0
. 2018-20991 DF .
smallvec 187 2297 9019-15551  DF - - 1/2  1/0 2/2 100% 2/1

Crate SafeDrop Report (TP/FP) Rudra MirChecker Miri
Name # Methods Loc |UAF DF DP IMA Total | TP/FP TP/FP TP/FP
D = _G | t H u b | ,=\ stretch* 4280 78350 | - 24/2 - - 24/2 | NA. 0/0 N.A.
idroid* 5484 73856 - 7/0 - - 7/0 N.A. 0/0 N.A.
—— N rose-tools* 996 19160 | - 27/3 - - 27/3
>
KIJ I)l?\RUStIJﬁ\ wasm-gb 165 5719 - - 20/0 4—-—20,10——quOUb|e freeﬂ:n’“‘l H
rust-poker 113 2298 | - 10 - - 1/0 ot )RR LB %
E’\J S ﬂ<\—\ teardown-tree 677 7258 | - o2 1/0 - 12 | o3 0/4 N.A.
a2 apres-bindings 18 1139 - - 14/0 - 14/0 0/0 0/0 0/0
rust-workshop 13 1897 - - 2/0 - 2/0 0/0 0/0 0/0
teraflops 40 606 - - 2/0 - 2/0 0/0 0/3 0/0
rust-libcint 37 600 - 2/0 - - 2/0 0/0 0/0 0/0
bzip2 20 170 - - 2/1 - 2/1 0/0 0/0 0/0
rust-webassembly 12 118 - - 1/0 - 1/0 0/0 0/1 0/0
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#Real-world Bug Found by SafeDrop // from crate: apres_bindings
pub fn get_ppgn( // interior unsafe function
midi_ptr: *mut MIDI) -> ul6 {
- let mut midi = unsafe { Box::from_raw(midi_ptr) }; // unsafe constructor of Box<T>
+ let midi = mem::ManuallyDrop::new(Box::from_raw(midi_ptr));

jE + // use smart pointer mem::ManauallyDrop<T> to avoid being dropped
E

A

let output = midi.get_ppqn(); // double-free occurs if unwinding here

PanicldF S BN EFH

- Box::into_raw(midi); // transfer to raw pointer to avoid being dropped

output
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B Original
I SafeDrop

Time (second)
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Taintdroid: an information-flow tracking system for realtime privacy monitoring
on smartphones

W Enck, P Gilbert. S Han, V Tendulkar... - ACM Transactions on ..., 2014 - dl.acm.org

Today's smartphone operating systems frequently fail to provide users with visibility into how
third-party applications collect and share their private data. We address these shortcomings ...

77 Save YY Cite Cited by 4585 Related articles  All 77 versions

Dynodroid: An input generation system for android apps

A Machiry, R Tahiliani, M Maik - Proceedings of the 2013 9th Joint ..., 2013 - dl.acm.org

.. We present a system Dynodroid for generating relevant inputs to unmaodified Android apps.
Dynodroid views an ... This paper presents a system Dynodroid that satisfies the above criteria.
77 Save UY Cite Cited by 777 Related articles All 15 versions

Deepxplore: Automated whitebox testing of deep learning systems

K Pei, ¥ Cao, J Yang, S Jana - proceedings of the 26th Symposium on ..., 2017 - dl.acm.org

.. We design, implement, and evaluate DeepXplore, to the best ... between DL systems,
DeepXplore also supports adding ... We demonstrate that DeepXplore efficiently finds thousands
77 Save DU Cite Cited by 1073 Related articles Al 22 versions

{TVM}: An automated {End-to-End} optimizing compiler for deep learning
T Chen, T Moreau, Z Jiang, L Zheng, E Yan... - ... USENIX Symposium on ..., 2018 - usenix.org
.. This section describes TVM by using an example to walk through its components. Figure

2 summarizes execution steps in TYM and their corresponding sections in the paper. The ...

77 Save U9 Cite Cited by 969 Related articles  All 19 versions 2%

A ESEC/FSE 2023 (series)/

Research Papers

Call for Papers FAQ

Call for Papers

We invite high-guality submissions, from both industry and academia, describing eriginal and unpublished results of
theoretical, empirical, conceptual, and experimental software engineering research.

| NEW THIS YEAR: major revisions allowed! }he main novelty of this year's review process is that the initial output can
be accepl, reject or major revision. N case a paper is deemed publishable upon major revision, authors are granted 8
weeks to perform major revisions. which might include additional experiments or new analyses of existing results. major
rewriting of algorithms and explanations; clarifications, better scoping. and improved motivations. The same reviewers
who requested major revisions will then assess whether the revised submission satisfies their requests adequately.
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