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E{1: BatBadBugfiliZRust

Rustap 27 AJRE(CVE-2024-24576) N L 2 i =-

2024E4H 118 Rustﬁ)&&ﬂhﬁfnp S ARR(CVE-2024-24576, ##R JaBatBadBut),iZiRFAYC
VSSi¥5710.0, aJ8ETEWindows £ 4T E S MG EAR T, BENZRENMATE AT  Rus...

REAKERBSESHD

20244 H10H A » REEREIM T — B HNCVE-2024-24576005R
A o XN REFE T ERARusYRZIES FFRMNREP » ATFHEERWin
dows R HTHLIEABE - HRAZRHTRIERSAGSHSEE...

€ ks

Uses
user-input
inargs?

Yes
Not affected
T Yes

Runs on
Windows?

Executes
command?

Executes
batch file?

Specifies
file ext explicitly?

\V/ \V/
[ Might be affected } [ Affected }

Flatt securITy

. if: FiAESHE s
commands on Windows  [IRALCLSY: LI
& Ryotak

BatBadBut: You can't

use std::process::Command;

Command: :new("cmd.exe")
.args(["escape letter", "&calc.exe"])
.spawn()
.expect("command failed to start");

FA P [ el T escape Ietters,E)\a&ﬁEl’\Jn 4

Q https://flatt.tech/research/posts/batbadbut-you-cant-securely-execute-commands-on-windows/




E{42: RustfiliZCrowdStrikelX 5

RustBEESWindows,&Ef

“ =

EXCEPTION_RECORD: fffffb0d18d3ec28 —— |

Ixceptiondddress: ffff£8021df335al {csagent+0x00000000000e35a1)
ExceptionCode: c0000005 (Access violation)
ExceptionFlags: 00000000
NumberParameters: 2
Parameter[0]: 0000000000000000
Parameter[11: 000000000000009c
Attempt to read from address 000000000000009c

CONTEXT: fffffb0d18d3edbd — |

rax=fffffb0d18d3£f2b0 rbx=0000000000000000 rcxk=0000000000000003
rdez=ff££ffb0d18d3£280 rsi=ffff9aB81b596f% 4 rdi=ffff9aB81b596605c
rip=ffff£8021df335al rsp=fffffb0d18d3eebl rbp=fffffbldl18d3efel
r8=000000000000009c x9=0000000000000000 x10=0000000000000000
r11=0000000000000014 r12=fffffb0d18d3ef28 rl13=fffffb0d18d3£0d0

r14=000000000000001a »15=0000000000000004

1opl=0 v up €1 pl nz na po nc

c==0010 ===0018 ds=002b es=002b f==0053 g=s=002b

csagent+0xelbal :

fff££802°1df335a1 458b08 nov

Resetting default =scope

BLACKBOXBSD: 1 (!blackboxbsd)

BLACKBOXNTFS: 1 (!blackbozntfs)

BLACKBOXPNP: 1 (!blackboxpnp)

BLACKBOXWINLOGON: 1
PROCESS _NAME: Systen

READ_ADDRESS: 000000000000009c

ef1=00050206
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RustfR3@K, (BHRERAFEREE-E

ii HEr—‘—n—‘—n = S
Ve I\ ¥4 Ltk
Rust for 809 = == BACK TO THE

Linux/Windows

BUILDING

o o

Rust £RES -t BLOCKS:
T AR " e '
A% Rust Linux 6.0 = ' A PATH TOWARD SECURE AND
e e Snse Ry Momaty Safo MEASURABLE SOFTWARE
m @ u St v?n?aao:TsauiSEucumes and Technical Experts
[ EE———— . >
2006 2015 2021 2022 2023 2024

BB HE: Unsafe Rust!!!

https://www.whitehouse.gov/wp-content/uploads/2024/02/Final-ONCD-Technical-Report.pdf
https://media.defense.gov/2023/Dec/06/2003352724/-1/-1/0/THE-CASE-FOR-MEMORY-SAFE-ROADMAPS-TLP-CLEAR.PDF




Rustit R T 4 : BT ERF 2
D EGEFSITEEREFEILRRMT
0 FERIRMRIEE R, TRIR. AILLE
DRI RBIES RILEE S, BERERF TR
O RustPT B => k¥ 5 8 Z 5 £ v Aol &
O RustR 21 B8 + FMBESELRE => 58 (ETFHEWTIRES4)
S[P1 = Ifp ~ FP]

@ EF 2L mssa

SIP] = ifp ~ FIPIlifp  'FIP.], ... Ifp ~ "F[R,II

2R

Unsafe
Code

{RAR PR




RustfiE=sfl: eREARE
Dﬂiﬁ)ﬁngl‘]gﬁ fn longer<|EFITE> (x: 8 String, y:&ff§ string) -> & String{

" " if x.len() > y.len(){
DR ISR X

} else {

y
¥

D?}éﬁﬂ]?ﬁ impl<T> Vec<T> {
- pub fn push(&mut self, value: T) {

QiR unsafeiZ X 4 if self.len == self.buf.capacity() {
. e self.buf.reserve for push(self.len);
AHALZEERERZE }

Interior Unsafe

let end = self.as mut ptr().add(self.len);

self.len += 1;




RustiFlEzEf]: ME—RJZES|HEN (XOR Mutability)
OFR B + {E AR E => B % UAF/DFERIE

let bob = &nut alice;
bob println!("alice:{}", alice);

X4

AFEHEERZRAI LS

(91) (b1) O ArEfa

O FAILfE
S —~ R

@ ~ AL




HRustiZF T HAARHENX

DR HRustRIFRT LIERERN R LR EIIRE
QO R 1FIRR

ORIFHIES W, FE{RunsafeR9R2 N

QRS IR EETRF T4




KN

T fET,liEEE=
[ P ﬂ”ﬁ
DE\ *;E

afg, 24

e 53
B a3

RustfE

RAP#H

7

vagii

Iﬁ'
] |

;9}
C
% %



METFEENRustiEFEST LA
O ACargofitk RE, KT fEcrates.io

Dynamic Checker Static Analyzer Model Checker
(Em= A 5D (HEEHE) (EEEME
BSIR ~ Clippy
_  lockbud
B=nIR

@ https://burtongin.github.io/posts/2024/07/rustcheckers/



https://github.com/rust-lang/miri

use std::slice;
fn foo<T>(a: [TI){

let p = a.as_mut_ptr() as

println!("{:?}", p);

unsafe {
let s = slice: :from_raw_parts_mut(p, 2);
let _x = s[0];

¥

fn main(){
let x = [ouff:16];
fool( x[0..16]1);

13 rc/main.rs"” 15L, 293C




https://github.com/rust-lang/miri

aisr@aisr:~/test/testmiri$




SafeDrop + rCanary => Rusti2 =9 #rES

0 Cargoffith: TFTIZLUHIERT

Rustdmizay

RAPIE compile
cargo-ra > rap ]
g0-rap (callback) | ©
i IR
TTHTRIR
terminal cargo cargo-rap

parser

» |IR >

A

queries

cmd: cargorap —> dispatch to cargo-rap — > RUSTC_WRAPPER: cargo-rap

cmd: cargo-rap rustc
compilation_options

v

<— cmd: cargo check

@ RAPIII Btttk : https://github.com/Artisan-Lab/RAP

rap rustc

> cmd: rap RAP_ARGS —— > register callbacks

\’

start rustc — > compile

execute callbacks Q



SafeDrop: TH [SJRustFr B EI{E

[t

HIE RS

B i
iBE |
cwwn | 0N | ) —> [ (o)
=]
Statement 1: _2 = &_1; // alias set:{_1, _2}
2. Al A Hr Statement 2: _1 = move _4; // alias sets:{_1, _4}, {_2}
Statement 3: _3 = &_1; // alias sets:{_1, _3, _4}, {_2}

H :  Enum
Variant. B _Van‘antAJé

a Variant. A |  (Variant B |

-

f-\ ﬂ e Strongly Connec
@—e—00—0e—0 | il Components
1. B2 HEEL ® 0
_ E::::> .miimmmas ........... &
Q} . o o e + Strongly Connected 4.®
................ Components
o ®
(1)
FEHIRE & Rl AR

e SafeDrop: Detecting memory deallocation bugs of rust programs via static data-flow analysis, TOSEM, 2023.



SafeDrop https://github.com/Artisan-Lab/RAP

use std::env;

#[derive( )]
struct MyRef<'a> { a: &'a ,

unsafe fn f<'a>(myref: MyRef<'a>) —> MyRef<'static> {
unsafe {
std: :mem: :transmute(myref)

¥
¥

fn main() {
let string = "Hello World!".to_string();
let args: < > = env::args().collect();
let my_ref = unsafe { FINyReF { a: &string }I};
if args.len() > 2 {
drop(string);
¥
println!("{:?}" ,my_ref.a);

17 pc/main.rs" 20L, 422C




SafeDrop https://github.com/Artisan-Lab/RAP

aisr@aisr:~/RAP/test cases/uaf_drop2$




rCanary:

3. )R KHE

I

2. ) RIZE

I

1. KBS HR

[5]Rust A 77 3t 28 B0 GRFEHE

AEg —

Al &t

€SNI =3

EMBEHE
- ———> TFEE —>< Heap Object >

Mt x:oy, y:0, 0y, oy new C' =CA{o,=0}A{o, =0}A{g, =0y}

O;M;C +y=move x = M[y

p— —
= ay chrx];C’

» ASSERT oldy =0 avoid leaking old y

» ASSERT new x = 0 x is moved, noting remained

» ASSERT new y = old x old x is moved to y
Adt-Def Analysis: Encode: [0] [A:1]
Vec<T,A> — alloc:

Encode : [1,0] [T:0,A:1]

| Vec<T,A>

raw: RawVec<T,A>

[1,0] [T:0,A:1]

Encode:[0] [ ]

Len: usize

Encode : [1] [T:0] Encode : [@] [T:0]

ptr: Unique<T> pointer: const* T

Encode: [@] [ ] Encode : [@] [T:@]
cap: usize _marker: PhantomData<T>

@ rCanary: Detecting memory leaks across semi-automated memory management boundary in Rust, TSE, 2024



rCanary

Etruct Proxy<T> {
_p: T,
¥

fn main() {
let buf = : :new("buffer");
let ptr = : :into_raw(buf);
let _proxy = Proxy { _p:ptr };

.eak_proxy/src/main.rs" 9L, 15uC

https://github.com/Artisan-Lab/RAP




rCa nary https://github.com/Artisan-Lab/RAP

aisr@aisr:~/RAP/test cases/leak_proxy$




Kani: IREOE

I— LLVM IR ‘H Executables
Mid-level IR Verification success )
(MIR) —- Goto-C
- : — CBMC Gailurar’counterexampl%
o Function pointer
\__restrictions Kani ( Timeout/unknown >

OZHITFHFSPITRRRE:
QBRRIRE. EIRALE
QLSRR SMBERSER..

QDBRNRERMEZR

e Verifying dynamic trait objects in Rust, ICSE-SEIP, 2022



https://github.com/model-checking/kani

fn foo(x: , Ve ) —>

if x>y {
X

} else if x == 123U4567 {
X +y

} else {
y

¥

¥

#[cfg(kani)]

#[kani: :proof]

fn main() I
let x: = kani::any();
let y: = kani::any();
foo(x, v);

23
.estkani/src/main.rs" 17L, 251C




https://github.com/model-checking/kani

aisr@aisr:~/test/testkani$ I




Publish and Perish?

THE EVOLUTION DF RCADEMIA

- RuBLisH
rusasy EREQUENTLY 1N Publish + Usable Tools

: ” N HGH IMPACT o IMPACT
PuBLis ‘ *grouRNALs H\joum’A LS i
Perish
s i or reris
i i FERiISH g t“"z’i\.,,
you WON)

(fac eLook - Com / 'PeJVomic S
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BAEZE 0 : H[OUnsafe RustiI R E
O d{AJE&1Einterior unsafefC S Bsoundness?

0 Interior unsafe2Rust R GG H AP 5= H BN EANEITHEREL

repo:asterinas/asterinas path:*.rs "unsafe {"

745terina

y

76 files [101 ms) in asterinas/asterinas X

‘epo:mi ft/windows-rs path:*.rs "unsafe {" = wi
repo:microsoft/windows-rs path:*.rs "unsafe { = windows-rs

L)

608 files (140 ms) in  microsoft/windows-rs X

org:Rust-for-Linux path:*.rs "unsafe {" @

1.5k files|198 ms) in  Rust-for-Linux X

1.5k v @ Rust-for-Linux/linux - rust/kernel/lib.rs
0 .
111 S/ SAFETY: FFI call.
42 112 unsafe { bindings::BUG{) I;

113 1




R BEE: Unsafetyf8 94 => BER LI

Unsafetyf& S & =5 (LLAsterinasIin B J95) IIEFE
safe fn
unsafe fn
RS,s € VS

- 332 -(:'_:r_PiagaNumhextgeLJ.\age_fram;_i-::)

i S

— @ constru@

| safe method |

A 4

unsafe fn

RSys € VSem + VSsc

RS: Required Safety Property
VS: Verified Safety Property

— FunctionCall  ----------- » Object Flow



RustiE F 3 #TE & : HRERN => HREEM

Dﬂiﬂé%ﬁ\iﬁ'ﬂﬁﬁ
AR EHESR: EMERFSTFEMIRIETIR TS
QERTEM: ®RIR/RIRER S, BEASSHANE

RAPLH . RustcRiF ey
compile
o Cargo- > rap . || parser (= IR —{ ...
Cargo rap (callback) | [
v R
Iheer F
Unsafety 4T B /B 418 RN = /\(Alloc |Deref| Init | Align | Layout | Encoding)
! Alloc = P € {null,dangling}
AR iR Deref = Vi€l0len]x(p+1) € valid
i = Vi€ 0Ll 0 € OB
Align = Db%sizeof (xp) = 0| p,%sizeof (xp;) =0
| | Layout = Type(ps) = Type(py)

Encoding = *DP € (UTF —8|CString)
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S ¥

J[AX ) = |

ORustiZ2FF i i) BB X T H [BlunsafefXHS :
O fRustmiFSR A RIEN R SR EINGE
ALZIMFRNES R, H—WRMEERRF TR
ORustiZF T TRES:
QACargofitb e N R E, THEIEUImIERS
QFET B: MinshiSKRENXITHEMN . 52757 HRAP. #REF EKani/Verus
O BaniEigt b Seia R A RIRustiZF S At T A FIHESR
O EZMRARMAFRIERA




RAPIR H #hiik: https://github.com/Artisan-Lab/RAP
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