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l. Problem

Can Rust enable more reliable OS?




When Linux meets Rust...

. Date Mon, 19 Sep 2022 19:05:23 +0100
Rust for Linux . ,
Organization for adding support for the Rust language to the Linux kernel. From Wedson Almeida Filho <>

Subject Re: [PATCH vS% 12/27] rust: add ‘kernel® crate

A 456 followers [ rust-for-linux@vger.kernel.org

“We generally have two routes to avoid undefined behavior: detect at
compile time (and fail compilation) or at runtime...”

“If you can't deal with the rules that the kernel requires, then just don't
do kernel programming. Because in the end it really is that simple. | really
need you to understand that Rust in the kernel is dependent on *kernel*
rules. Not some other random rules that exist elsewhere.”

Linus Torvalds

a https://lkml.org/lkml/2022/9/19/1105#1105.php



Eye-Catching Headlines of CVEs “related to” Rust
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Uses
user-input
inargs?

Runs on
Windows?

use std: :process::Command;

Executes
command?

[ Your application...

Command: :new("cmd.exe")
[ F es .args(["escape letter", "&calc.exe"])

.spawn()
T Yes .expect("command failed to Ltart");

l

Users may inject new command
[ — ] L i J via escape letters for cmd.
Might be affected Affected

Specifies
file ext explicitly?

Executes
batch file?

https://flatt.tech/research/posts/batbadbut-you-cant-securely-execute-commands-on-windows/



Il. Pros and Cons of Rust




Idea of Rust for Security: Security Zone

Rust: Code Privilege Model

Safe Code
Security objectives of Rust: , .
T : hi 2l Unsafe Interior unsafe: encapsulate privileged
ype safety (nothing special) Code code within safe APIs
No heap bugs (auto)
No other undefined behaviors Less Privileged
Operating System: Ring Model User Space

System Call

Less Privileged




Safe Rust (Ownership Scheme) ~ C++ with Enforced Intelligent Pointers

<» Each object is owned by one variable
< Ownership can be moved or borrowed (immutable/mutable)

< Exclusive mutability: an object cannot be mutable and shared at one program point

let mut alice = Box::new(1);—— Alice owns the Box object

let bob = alice; > move the ownership from Alice to Bob
println!("alice:{}", alice);x

let mut alice = Box::new(1);
let bob = &mut alice; > Bob borrows the ownership
**bob = **bob + 1; > Bob is dead; return the ownership

println!("alice:{}", alice); '




(Unsafe Rust = C) => Interior Unsafe is the Key

<» Encapsulate unsafe code within safe APls

< Prevent developers from directly using unsafe code

impl<T> Vec<T> { Project Code
//safe API encapsulation I can 10
pub fn push(&mut self, value: T) {
if self.len == self.buf.capacity() { S g;:‘:l
self.buf.reserve_for_ push(self.len); : -
} Library Code
unsafe {
let end = self.as_mut ptr().add(self.len);
ptr::write(end, value);
self.len += 1;

Example from Rust std-lib




Low-level Control: Memory-Mapped IO

let vga buffer = 0xb8000 as *mut u8;
for (i, &byte) in HELLO.iter().enumerate() {
unsafe {
*vga buffer.offset(i as isize * 2) = byte;
*vga buffer.offset(i as isize * 2 + 1) = Oxb;

lazy static! {
pub static ref WRITER: Writer = Writer {
column_position: 0,
color_code: ColorCode::new(Color::Yellow, Color::Black),
buffer: unsafe { &mut *(0xb8006 as *mut Buffer) },
}s5
}

@ https://os.phil-opp.com/minimal-rust-kernel/



lll. Novel Rust OS Design

Theseus
Asterinas




ISR 2
ANT GROUP

Asterinas: Forbid Unsafe Code via Framekernel

< Kernel services: developed with safe Rust only
<» Framekernel: provides a TCB (apis) with interior unsafe code

App App App
Y, § A
W \ 4 \ 4 \ 4 A4
v
Y @ safe Rust
v v

TCB: Interior unsafe Rust

(a) A monolithic kernel (b) A microkernel (c) A framekernel
(e.g., Linux) (e.g., selL4) (e.g., Asterinas)

e https://asterinas.github.io/book/kernel/the-framekernel-architecture.html 745l7€f



Example: Memory-Mapped |10

>

v\:

kernel

framework

aster-frame

v |

>

>

v

v B mmio

0 arch
W boot

7 bus

Src

impl IoMem {
pub(crate) unsafe fn new(range: Range<Paddr>) -> IoMem {
IoMem { virtual address: paddr_to_vaddr(range.start), limit: range.len(), }

}

}
impl VmIo for IoMem {

fn write bytes(&self, offset: usize, buf: &[u8]) -> crate::Result<()> {
self.check range(offset, buf.len())?;

unsafe { core::ptr::copy(...); }

0k(())

[ bus.rs
[ device.rs —

[ mod.rs

impl MmioCommonDevice { ? s this interior unsafe method sound?
pub(BHPER) fn new(paddr: Paddr, handle: IrqLine) -> Self {

// SAFETY: This range is virtio-mmio device space.

let io mem = unsafe { IoMem::new(paddr..paddr + ©x200) };
let res = Self { io_mem, 1irqg: handle, };

res

}
} Probably yes. Leveraging visibility, kernel cannot directly access the function.




Theseus: Intralingual Approach to Enforce Invariants about OS Semantics

< To mitigate the faults of state spill: e.g., process management, inter-entity collaborations

/ OS Service \

Missing or
—— inconsistent states
O Causes hard crash or AXALAS
App B ‘ ’ undefined behavior

< Characteristics of Theseus OS:

. Reduces state spill
> Single address space Compiler takes over

. . . resource bookkeeping bookkeeping states
>Smg|e p”V'Iege level Strengthens isolation

> Single allocator instance

N
App A A

[ ]

°o®

o. o0
..

Yale -iii: FUTUREWEI
Sect 0 Technologies
@ Kevin Boos, et al. "A characterization of state spill in modern operating systems." EuroSys. 2017.

Kevin Boos, et al. "Theseus: an experiment in operating system structure and state management." OSD/ 2020.




Example: Task Management

< Multi-tasking: similar as multi-threading

< Server can safely relinquish its state to client

Process B

——

Rust objects

< I I I

pub fn create(task: Task,

cleanup: FailureCleanupFunction)
-> JoinableTaskRef

Same Virtual Memory Space

pub struct Task {

}

pub id: usize,

pub name: String,

pub mmi: Arc<Mutex<MemoryManagementInfo,
DisablelIrqg>, Global>,

pub is an_idle task: bool,

pub app_crate: Option<Arc<AppCrateRef, Global>>,

pub namespace: Arc<CrateNamespace, Global>,

/* private fields */

..,

° https://www.theseus-os.com/Theseus/book/subsystems/task.html




Our Efforts to Ease Out-Of-Memory Handling: OOM-Guard

< Rust employs infallible mode by default

< Switching to falliable mode (nightly Rust) requires much exception handling efforts
< OOM-Guard:

> Reserve a large enough heap space (prediction) by the top-level API
> Subsequent allocations reusing the space would not fail

D3I ER
ANT GROUP

Allow developers to handle
malloc failures in F5

|:> e o error propagation

try malloc(...) -> Result<...>

Infallible mode Fallible mode

e Chengjun Chen, et al. OOM-Guard: Towards Improving the Ergonomics of Rust OOM Handling via a Reservation-Based Approach, FSE, 2023



OOM-Guard: Demonstration of Usage

caller ~17, bread

Arc::<ArrWrapper>::new —>

ArrWrapper::new alloc_aligned_vec —

v

Box: :new TP e __rust_alloc

E Functions that need to modify

4

HashMap: :insert hashbrown: :insert — signature if modifying manually
Example ——— Functions that need to modify
sscese L— - signature if with OOM-Guard
fn insert(&self, k: K, v: V) { fn try_insert(&self, k: K, v: V) Callsites that need to b
s i i sites that need to be
self.base.insert(k, v); Modify signature | _Result<_, AllocError>{ " handled if modifying manually
} self.base.try_insert(k, v)?
//callsite should be modified accordingly} Callsites that need to be

handled if with OOM-Guard

(a) The usability comparison between OOM-Guard and existing fallible mode.

+ impl From<TryReserveError> for BentoError{
+ fn from(err: TryReserveError) -> BentoError {

+ BentoError::alloc_fail(String::from(“..Error_Message”))
+ //need allocation, second OOM may occur

+ )}

+}

fn bread(&self, bno: u64) -> Result<BufferHead, BentoError> {
...//allocation-free instructions
- let bh_buf = ArrWrapper::new(...)?; //allocation
- let new_arc = Arc::new(bh_buf); //allocation
- cache_lock.insert(bno, Arc::downgrade(&new_arc));
//cache_lock is a Hashmap and need allocation when expending
+ let bh_buf = ArrWrapper::try_new(...)?;
+ let new_arc = Arc::try_new(bh_buf)?;
+ cache_lock.try_insert(bno, Arc::downgrade(&new_arc))?;
return Ok(BufferHead::new(new_arc, bno));

(b) Manual modification with fallible APIs.

#[global_allocator]
pub static ALLOCATOR = OOMGuardAllocator::new(&efaultAllocator);

#[oom_guard]

fn bread(&self, bno: u64) -> Result<BufferHead, BentoError> {
+ ...calculative statements;
+ let reserve_array = [...];
+ let guard_life_time = ALLOCATOR.reserve(&reserve_array)?;
//automatically generated during macro expansion
...//allocation-free instructions
let bh_buf = ArrWrapper::new(...)?;
let new_arc = Arc::new(bh_buf);
cache_lock.insert(bno, Arc::downgrade(&new_arc));
return Ok(BufferHead::new(new_arc, bno));

(c) Modification with OOM-Guard.



IV. Verification Techniques




Key Problem: Soundness Verification of Interior Unsafe Code

< Interior unsafe is an advocated paradigm in system software development with Rust.
< How to verify the soundness of interior unsafe code? Either by human or automated.

repo:asterinas/asterinas path:*.rs "unsafe {"

[ 70 files (64 ms) ﬂ asterinas/asterinas X Asterinas

/ 70 Q org:theseus-os path:*.rs "unsafe {"
33 A
36 [ 443 files (129 ms}n theseus-os X Theseus OS
0 - S . T
Q repo.rcore-os/arceos path:'.rs unsaie {
3 .
1es -
L 16 =) 97 files (84 ms) in| rcore-os/arceos X Arceos
rCORE
:sts 55
97 v @ ulib/axlibc/src/pipe.rs
ns 1
1 -
o
0 sts 6 9 /// Return @ if succeed
18 #[no_mangle]
15 1 11 pub unsafe extern "C" n pipe(fd: *mut c_int) -> c_int {
0 12 let fds = unsafe { core::slice::from_raw_parts_mut(fd, 2) };
13 e(sys_pipe(fds))

0 14 %




Verification Techniques

De/Inductive Verification

Model Checking

Specificati Theorem Contract
pecification Functional Correctness Properties
Manual Automated
Proof function code + abstract interpretation
proof code /symbolic execution
Theorem Provers Interactive Automatic
HOL/Isabella/lris/Coq CVC/z3

Example Work seL4/RustBelt

Kani/Prusti/Verus/RustHorn

Lightweight Formal Method

Static Analysis/
Dynamic Analysis

Alias analysis
/lattice-based
/pattern-based

/...

Rudra/SafeDrop/Semgrep



Verus: Model Checker

< Usage: automated + require contract annotations (oracle)

)
'S MAX PLANCK INSTITUTE
CAV FOR SOFTWARE SYSTEMS

< Not directly applicable for OS verification, especially the soundness of using unsafe code
< Limitations: feature/precision issues (e.g., heap modeling, loop handling)

> Contract: precondition

verus! {
fn octuple(x1l: i8) -> (x8: 1i8)
requires -16 <= x1 < 16,
ensures x8 == 8 * x1,
{
let x2 = x1 + x1;
let x4 = x2 + x2;
X4 + x4
}
fn main() {
let n = octuple(10);
assert(n == 80);
}
}

» Contract: postcondition

https://github.com/verus-lang/verus

Andrea Lattuada, et al. "Verus: Verifying rust programs using linear ghost types." OOPSLA, 2023.



SafeDrop: Static Analysis for Dangling Pointer Bug Detection é

< Limitations: do not support other UBs; false positives

""" E num LTI L TP P PP Y PP RI PP PR PP PR RPPRE : Variant: _\
5 : Variant A | : : .
Variant. B | . J: H :

% Variant: A | Variant B J (2) : Strongly Connected

1. Path Extraction o S o o ; Components -
o—60L0—0—06 o). Components M

Switchint

© el — © ........... .....
.+ & e o o o o

</ Strongly Connected
ﬂ ................ < ‘?.’!’é‘;‘?i’.’f ...............
Control-flow Graph Spanning Tree

2. Alias Analysis

Statement 1: _2 = &_1; // alias set:{_1, _2}
ll Statement 2: _1 = move _4; // alias sets:{_1, _4}, {_2}
Statement 3: _3 = &_1; // alias sets:{_1, _3, _43}, {_2}

3. Pattern Detection

@ Mohan Cui, et al. "SafeDrop: Detecting memory deallocation bugs of rust programs via static data-flow analysis." TOSEM. 2023.
https://github.com/Artisan-Lab/RAP




Real-world Rust Project Verification: Track Unsafety Propagations

Unsafety Isolation Graph: MMIO Example from Asterinas

MmioCommonDevice.new

-
-

- 5

" IoMem.read val core.ptr.read_volatile

- IoMem.write bytes core.ptr.copy

N & /'
IoMem.read_bytes Std'l | b

MemoryBar.new

Current Crate

|:| Unsafe API |:| Safe API O Unsafe Dynamic API O Safe Dynamic API © Unsafe Constructor © Safe Constructor

—— FunctionCall  -==-------- » Object Flow

6 Zihao Rao, et al. "Characterizing Unsafe Code Encapsulation In Real-world Rust Systems." arXiv preprint (2024).



Split the Graph into Small Audit Units based on Patterns

safe fn

safe fn
unsafe fn unsafe method [« @ constru@
RSyur € VSsr RSym € VSsf

@ constru@ @e constr@

safe method | | safe method |
unsafe fn unsafe fn RS: Required Safety Property
RS, ; € VSgm + RSyc + VSye VS: Verified Safety Property

RSy; € VSem + VS




V. Summary




Summary

< Safe Rust = C++ with enforced intelligent pointers
< The magic of Rust lies in interior unsafe or unsafe code encapsulation
<+ Possible benefits for Rust towards reliable OS:

> Asterinas: forbid unsafe code via framekernel

> Theseus: intralingual approach to enforce invariants about OS semantics

< Verification for interior unsafe code is critical for achieving reliable Rust OS




Thanks! Q&A



